
















Creating a digital signature involves obtaining a Digital Signature Certificate 

(DSC) from a licensed authority and then using it to sign documents via software or 

specialized platforms.  

This Standard Operating Procedure (SOP) outlines the end-to-end process for 

establishing and using a digital signature.  

1. Purpose and Scope 

 Purpose: To provide a secure, standardized method for signing electronic 

documents that ensures authenticity, integrity, and non-repudiation. 

 Scope: This procedure applies to all employees and authorized signatories required 

to execute digital transactions or approve electronic records.  

2. Prerequisites 

 Identity Documents: Valid government-issued ID (e.g., PAN Card, Aadhaar, 

Passport) and address proof. 

 Hardware: A secure USB crypto-token (for hardware-based signatures) or a stable 

internet connection (for cloud-based eSign). 

 Software: Updated PDF reader (e.g., Adobe Acrobat Reader) or access to a trusted 

e-signature platform like DocuSign or Adobe Sign.  

3. Step-by-Step Procedure 

Phase I: Procuring a Digital Signature Certificate (DSC)  

1. Select a Certifying Authority (CA): Choose a licensed CA (e.g., eMudhra, Sify, 

or PantaSign). 

2. Submit Application: Fill out the online application form with 

personal/organizational details and upload the required identity documents. 

3. Verification: Complete the eKYC process, which typically involves mobile OTP 

verification and a brief video recording where you display your original documents. 

4. Download Certificate: Once approved, download the DSC onto your USB token or 

your computer's certificate store.  

Phase II: Setting Up the Signature Environment  

1. Install Drivers: Insert the USB token and install the necessary drivers provided by 

the vendor. 

https://www.docusign.com/
https://www.adobe.com/acrobat/online/sign-pdf.html


2. Register Certificate: For specific portals (e.g., EPFO or MCA), register your DSC 

on the platform before the first use.  

Phase III: Digitally Signing a Document  

1. Open Document: Open the PDF or Word file you wish to sign. 

2. Select Sign Option: 

1. In Adobe: Go to Tools > Certificates > Digitally Sign. 

2. In Word: Go to Insert > Signature Line. 

3. Place Signature: Drag a box in the area where you want the signature to appear. 

4. Authenticate: Select your DSC from the list, enter your PIN/Password, and 

click Sign. 

5. Save & Verify: Save the signed file as a new version and check for the "Signature 

is Valid" status in the document ribbon.  

4. Security & Compliance 

 Confidentiality: Never share your DSC PIN or transfer your USB token to another 

person. 

 Renewal: Track expiry dates; most DSCs are valid for 1–3 years and must be 

renewed before they expire. 

 Incident Reporting: Report lost or compromised tokens immediately to your IT 

department or the issuing CA for revocation.  

https://www.epfindia.gov.in/

